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Results of New Boolean Functions Search for Serpent S-boxes

JunYgima', Masahiko Takenaka , Naoya Torii*, Kouichi Itoh
FUJTSU LABORATORIESLTD.

We searched boolean functions of Serpent Sbhoxes that have the least number of operations by
our origind method [1]. The following table shows our result. It also shows the number of
operations by the previous methods [2][3] for comparison. For three Shoxes, we found the boolean
functions that have the least number of operations.

Appendix shows a set of the boolean functions of our result.

Table. Number of operations

S-box Gladman*[2] Osvik[3] Our results
S 15 18(17) 15
S 14 18(17) 16
S 16 16(14) 15
S; 16 19(17) 15#
Sy 15 20(19) 15
S 16 19(18) 16
S 15 18(17) 15
S; 16 20(19) 17
Sio 15 19(18) 16
Si; 14 19(18) 16
Si> 16 19(18) 15#
Siz 15 18(17) 16
Sis 15 20(19) 16
Sis 16 19(18) 16
Sis 15 17(16) 16
Si; 17 19(18) 16#
Note:

#: the least number of operations
*: best results about number of operations

(): exclude "=" operation
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Appendix:

I Boolean Functions of Serpent S-boxes */
/* */
/* Copyright (C) 2000 FUJITSU LABORATORIES LIMITED. */
* All rights reserved. */
/* */
I/ JunYgima (jyaima@flab.fujitsu.co.jp) */
/* Masahiko Takenaka (takenaka@flab.fujitsu.co.jp) */
I/ Naoya Torii (torii @flab.fujitsu.co.jp) */
I Kouichi Itoh (kito@flab.fujitsu.co.jp) */
/* */
I/ If you use thisinformation, please contact us. */
/* */
[* 0: 15 steps */ [* S1: 16 steps */
S 0(x3x2,x1,x0,y3y2,y1,y0) S 1(x3x2x1,x0,y3y2,y1,y0)
t7=x0[x3; t1=~x1;
t1=~Xx0; t2=t1"x0;
t8=t7"x1; t3=t2|x3;
t2=t1"x3; t7=x0[t2;
y3=t8"x2; t4=t3|x2;
t3=t2|x1; t8=t7"x2;
t9=x2"\t3; t5=t4"x0;
t4=t3"x3; t9=t3"8;
t10=tot1; t6=t5"x3;
t5=t4|x2; t10=t9|x1;
t11-t10&y3; 111=x1/19;
t6=t5"x1, y1=t10™6;
yO=t11t4; y2=t8"x3;
y2=t6™2; y3=t117y1;
y1=y0n10; t12=t6&t11;
yO=t1218;
[* S2: 15 steps */ [* S3: 15 steps */
S 2(x3x2x1,x0,y3y2,y1,y0) S 3(x3x2x1,x0,y3y2,y1,y0)
t1=~x0; t1=x0[x3;
t7=x0& X2, t2=x0& X1,
t4=x1"x2; t6=x2""x3;
t2=t1&x3; t3=t2"t1;
t8=t7x3; t8=x0& X3;
t9=x1&t8; t4=t3|x2;
t3=t2"x1; t7=to|t2;
t10=to"4; t5=t4"x1;
t5=t4&t3; y3=t8M5;
t11=t3™M10; t9=t3ly3;
16=t5"x3; y1=t7M5;
yO=t8"t4; t10=tx0;
y3=t10M1; t11=y1&t10;
y2=x0M6; y2=y1™M10;
y1=t111y2, yO=t113;



[* SA: 15 steps */

S 4(x3x2x1,x0y3y2,y1,y0)
t1=x0"x3;
t2=t1x1;
t3=t2"x0;
t5=x0& x3;
t4=t3"x2;
t6=t5"t4;
t7=t6|t3;
t8=t6|x1;
y3=t8hl;
tO=t7"x1;
t10=y3|t9;
y0=~16;
y2=tonl;
t11=t10"%3;
y1=t11/16,

/* $6: 15 steps */
S 6(x3x2,x1,x0,y3y2,y1,y0)
t1=x1"x2;
t2=t1"x0;
t3=~t2;
t4=t3"x3;
t5=t1t4;
t8=x2"\t4;
t6=t5"x3;
t7=t6[x1;
t9=t8"6;
y3=t7™4;
t10=t9ly3;
t11=x0[x3;
yO=t10'6;
y2=t108;
y1=t1174;

/* SI0: 16 steps*/

S_0(x3x2x1x0y3y2yly0)
t1=x1"x2;
t2=x0"x1;
t3=t2|x3;

t4=~t3;
t5=t4"x0;
t6=t5|t1;
t7=x1"%x3;
t8=t73;
Yy3=t8M6;
t9=t2t7;
t10=toN1;
yO=t10My3;
111=x3M5;
y2=t11/t10;
t12=y3&Y0;
y1=t12M5;

[* S5: 16 steps */

S 5(x3x2,x1,x0,y3y2,y1,y0)
t1=x0& X1,
t2=t1"x2;
t3=~t2;
t4=t3"x3;
t5=x1"'t4;
t8=x2|t4;
t6=t5& x3;
t9=t8& X0;
t7=t6"x0;
t10=t4&t5;
y1=t7™4;
Y3=tMS;
t12=-x3&Yy1;
t11=t2"y3;
yO=t12™5;
y2=t11}t10;

[* ST 17 steps*/

S 7(x3x2x1,x0,y3,y2,y1,y0)
t1=x0"X1;
t2=x1"X2;
t3=t1&12;
t4=t3"x3;
t5=t4"x0;
t6=t5[t2;
t7=t4&16;
y1=t7"x2;
t8=x0&15;
y3=t8M2;
t9=x2|x3;
t10=to8;
t11=y3&110;
y2=t11't4;
t12=t1}t9;
t13=~t12;
yO=t13™M5;

/* Si1: 16 steps*/

S_1(x3x2x1x0y3y2yly0)
t1=x1"%3;
t2=t1|x0;
t3=t2"x3;
t4=t3& x2;
t5=~t4;
t6=t5"Xx0;
y2=t1IM6;
t7=x3&1t1;
t8=t7"x0;
y3=t8"x2;
t9=x1"X2;
t10=toNt2;
t11-t10&y3;
y1=t11M3;
t12=~t10;
yO=t12'y1;



/* Si2: 15 geps */

S_2(x3x2x1,x0y3y2y1y0)
t1=x3& X2,
t2=x3|x1;
t3=x0&t2;
t6=t1Mt2;
t4=t1|t3;
t7=~16;
t5=x2"t4;
t8=t7"x0;
y1=x1M5;
t9=y1[t6;
y2=t8y1,
t10=t9"x0;
yO=t10"%3;
t11=y2&yO0;
y3=t117,

[* Si4: 16 seps*/

S_4(x3x2x1x0y3y2yly0)
t1=x0&Xx1;
t4=x2|x3;
t2=t1"x2;
t5=t4& x0;
t3=t2"x3;
y1=t5M3;
t8=~x0;
t6=x3&Yy1;
t7=t6"x1;
t9=t8ly1;
Y3=t7MS;
t10=t9"x3;
t11~-y3&110;
yO=t10My3;
t12=t11/16;
y2=t12'18;

/* Si6: 16 steps*/

S_6(x3x2x1,x0y3,y2,y1y0)
t2=x0"x2;
t1=~x1;
t3=t2|x3;
t16=x0&12;
to=tontl;
t7=t6"x3;
t4=t3"x0;
t5=ta|t1;
t8=t7|x1;
y1=tor7;
t10=t4nt7;
yO=t8M5;
t11=t10"X1;
t12=t4&t11,
y3=t117y0;
y2=t12"19;

/* Si3: 16 geps*/

S_3(x3x2x1x0y3y2yly0)
t1=x0[x3;
t6=x2|x3;
t2=t1"x2;
t3=t1"x1;
t7=t6& X1;
t4=t3&t2;
yO=t77MM2;
t5=t4"x3;
y2=x0"5;
t8=t5"\6;
t9=x1"y2;
t10=t9ft8;
t11=t3&t10;
y3=t10"%3;
t12=t11"X0;
y1=t12"x2;

[* SI5: 16 seps*/

S_5(x3x2x1x0y3y2,yly0)
t1=~x0;
t2=x1|x2;
t7=x1Jt1;
t3=x3"M2;
t8=t3&1t7;
t4=t1|t3;
t9=x0\t8;
t5=x1"'t4;
y1=x2"9;
t10=t5"t7;
t6=x2|x0;
yO=y11t10;
Y3=t5MG;
t11=t5}y0;
t12=t2™M11;
y2=tIM12;

/* SI7: 16 Seps*/

S_7(x3x2x1x0y3y2yly0)
t1=x2|x3;
t2=x0& X3,
t3=t27M1;
19=~x3;
t4=t3|x1;
t12=x0[t9;
t5=t4"x0;
t6=t5"x2;
t7=t1&16;
t8=t3|t6;
y2=t7"x1,
t10=to8;
y1=t10My2;
t11~-y2&110;
yO=t1216;
y3=t11M3;



